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Witness Curt Artery
To Follow-Up Interrogatories of the U.S. Postal Service
(USPS/NAPUS-T2-12 through 13)

The National Association of Postmasters of the United States hereby files the responses
of witness Curt Artery to the following interrogatories of the United States Postal
Service, USPS/NAPUS-T1-12 through 13, filed on October 14 , 2011.

Respectfully submitted,
Is/

Robert M. Levi

Director of Government Relations

National Association of Postmasters of the United States
8 Herbert Street

Alexandria, VA 22305



USPS/NAPUS-T2-12. Your response to USPS/NAPUS-T2-3 refers to
discussions with “Postmasters, OICs and supervisors.” For each discussion
included in this reference, please identify the participants in each discussion, the
location of each discussion, and the date of each discussion. Please provide all
documents related to the discussions referenced in your response to
USPS/NAPUS-T2-3.

Answer. The discussions with Postmasters, officers-in charge and supervisors took
place in 2010 and 2011. The locations were at individual post offices. The Learning
Management System training rooms were located in Denver, scheduled group meetings
were located throughout the states, and District teleconferences were arranged. | do not
have the dates for these trainings, since | had no reason to keep them after the trainings
were conducted. I did not collect the names, since it was the responsibility of the
participants to report their participation directly to their senior managers. (Following this
interrogatory, | have included a sampling of the reference documents that were used.)
The Postal manual F101 is the primary manual used as references in these classes. The
F101 directly states what a manager must comply with on daily, weekly, monthly,
quarterly, and yearly requirements that must be followed to be SOX compliant.



Example of Scheduling Notice of SOX Meeting

From: Artery, Keith C - Guarnsey, WY
Sent; Saturday, May 15, 2010 116 PM
To: Sims, Gary L - Cheyenng, WY
Ce: Artery, Keith C - Guarnsey, WY
Subject: SOX & Webbats training 827 SCF

Gary Please send outta all.

The Scheduls for SQX and Webbats training for the 827 SCF i
Piace: Hulett new Library
Dates: May 25th
Times: 9:00 AM - 12:00 SOX training
E 1:00 PM - 4:00 PM Webbats training
May 26th
900 AM -12:00 SOX training
1.00 PM - 4:00 PM Webbats training
Place; Campbell County Library
Datas: May 27th
Tirnes: 9:00 AM - 12:00 80X training
1:00 FM - 4:00 FM Webbats fraining
May 28th
9:00 AM - 12:00 Wehhats training
1:00 PM - 4:00 PM S0OX training
Who nesds to attend:
Postmasters, Supervisor, 1412 clerks for SOX, Webbats clerks for Wehbats, and PMR's if
the driving distance is acceptable.
Please naotate for the Gillette training, the days. 27th and 28th, are different to
accommadate Gillette clerks.
Yes, itis 8 hours of training and you only need to attend 1 day.

if you have guestions please call.

K Curt arery P

101 5. Wyoming
Guernsey Wy 822 14-3998
Phone 307/836/2804

Fax 307/836/3007



Example of SOX Audit Review Results

Colaradal Wyoming District
SOX Campliance Team

UNITEDSTATES

POSTAL SERVICE

DATE: April 20, 2010

SUBJECT: Financial Review. April 20, 2010 Douglas WY

T, Kay Chang
Manager, Finance (A}
ColoradofWyoming District

The 50X Compliance Team is performing Financial Reviews in post officas throughout the )
Coloradofyoming District in an effort to identify SOX Compliance deficiencies and provide these offices with
the tools and resources to ensure compliance.

On April 20, 2010, members of the SOX Compliance Team visitad the Douglas Post Office to perform a
Financial Review, Below are the findings of our recent reviaw:

1. Unit 1412 needs io be signed by 1412 Clerk under where it states "Centified to be correst”
This is now befng performed correctly after receiving SOX Training.

2, Manager nesds to sign Unit 1412 after reviewing the entire Unit 1412 and supporting
documentation, This is now being perfairmed correctly after receiving SOX Training.

3. Vvahbats
a. Need to print two reports nightly. verify tatals match and fila Unit 1412
documentation,
i Activity by Date
ii. ReceiptbyDate

4. Need to verify no antries in 247 ar 847 (circle 2eros). |f entries need 1908 for supporting
Documentation
5. P3Form 3533
a. 3533 notcompletely filled out
i Part 1 missing amount and date
ii.  Part 2 missing amount and date of certifying employae
ii.  Part4missing amount
iv.  Missing employes's signature and date,
8. Segueniialy Omitted Money Crders
a. Management and employees are in the progess and getting them resalved and
remaved from the list.
7. Cradit Card and Debit Card Unit 1412 printouts
a. Must be filed in a secure and separate container {locked) along with CC/DG
receipts ’
b After receiving S0OX Trainlng the receipts are not with Unit 1412, This is the
correct procedure,



Respactully,

10.
1.
12.

13,

14,

8.
17.
18.
18,

Cindy Paustian

Postmaster

105 Merriam St.
Fort Laramie WY B2212 Guernsey WY 82214

cc:

Manay Crders
a  Must verify voided money ardars
i, ifthereis one, 1412 clerk verifies the physical maney ardar is there
ii.  Manager or 1412 close out clerk physically destroys, writes destroyed on
"Money Order for Unit" printout .
PS 3584
a. 3584 nat completaly filled out
i.  Carrier need to sign with full signatures
i. Gletks need to sign with full signaturas
b, 3584 needs to be tumed in daily, not weekly
t. Clearing emplayee needs to verify it is correct and sign with full signature.
PS 3977 needs full signatures and signed in the proper place.
Employee's ID Badge needs to be accounted for on PS 1628,
247647 Lag
a  Set up log with entries 10/1/2008 thru 4/14/2010.
PV Renister Incansistent
a. Negd to remove all PV's from syatem and reinstall.
b Nesd to monitor this nightly. Do a. above when arror message oLours.
FS Form 3806
a, Meeds to be fillsd out comeatly
i,  Ta and From: needs te have the full addresses
ii. Received By needs a full signature
ii.  Customer declara fuli valus needs fo have a $0.00 entry.
b.  Meeds to be filed with current 1412's supporting documents.

. Bank slips need a witness signature. This is now being performed coreatly after raceiving

SOX Training. ]

PS5 Form 3854 needs a full signature, time and round dates.
PS Farm 3083 needs a full signature.

Amrow Key Check out Log nesds to be putin place,

Arrow Key Lag needs to be put in place,

Curt Artery
Postmaster
101 S Wy



SOX Audit Checklist

SOX AUdit CheCinSt: Office:
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1412 & Documentation

Required supporting documents present

Fomms filled out comptetely (PS 3533, 3083, 3584, 3582)

PVi's
P Mismateh/inconsistency wamings presenticleared?

PS Form 3083-if office hag Customer accounts for Bulk Mall and/or BRM/PD
Manual Offices - Manual 3083

Postal ONE! Offices 3 P'S Form 3083 reports-Fermit, Pariodical, BRIM/PD

Money Orders
Voided Maoney Orders-shredded by Manager, signed as shredded on 1412 Mongy
Qrder printaut?

No Fee Money Orders-Postmastar verified valid use

Employee jtams
Management monitoring Employse Shortages and Overages?

Webbats Reports
Receipt by Date in 1412 Documentation & totals mateh?

Activity by Date in 1412 Documentation?

Webbats up to date?

Bank Deposit
Deposit SNip filed out complataly and legibly?

PS Form 3806 Filled out. Requirement for "0.00" in the ampunt has been drapped
in the Margh 2010 Bank Deposit Preparation Guide.
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2471647
2471647 Log Current?

EDW Repart manitored by Postmasteror Manager?

Balance at ZERC or reasons why not on log?

Security

Duplicate Keys
PS Form 3977 dated May 2007 in usa? (May 2007 is oldest usable version per
PUB 123)

PS 3977 envelopas properly completsd per powerpoint on COANY SOX
Compliance Webpage?

PS 3802 in use and properly completed?
PS 3802 Seml Annual and Annual Verifications complated?

Building Keys
PGS Farm 1629 maintained with all building keys accounted for?

PS5 form 1628 completed and signed by all empleyees with building keys?
Badges signed for either on Log or on PS 18287

Arrow Key Log?
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Audit Files

PS Form 3284 present & completely filled out?
Evidance two separate counts ware parformed?

PS Form 3369 in each audit file, Unit Reserve, Retail, Clerk Credit or Cash
Credit, Unit Cash Reserve?

PS Form 571 present if audit + or - $100.00°?

Bait Money Orders

Bait Money Order Management Instructions on file?

Evary Clerk accountability have 3 Bait Money Orders?

Latest issue Bait Money Orders anly?



Below is an example of closeout checklist (Postal Remediation Unit Tool) that must be

completed daily to certify that a post office is in compliance; the SOV does not allocate
sufficient time for its completion.

Unit Closeout

Assess Control Implemantation

Imtent Ta ansuretha acturacy af the unlt's Farm 1012, Dalty Financlal Report, defarred lablily: elted to acceptance ia adwance of by ane enller fees, and
preparatinn of th unit's bank dapeaid, priof to subrmtssion, Thesn contrats ansure rransactional daka has been rwvnweed aod approved as Indlcated hy
the signatute fuRction of Farm 112 kransmittal teshaolngy, and signaturss an Hie WebBaTs TEpOIT, and drpasir ricket.

Nat Mot

cantrals 3 Implomented |\ mented | Applleable

A1 Doot the clasa-sut emplayes ansure that all dally Anancal activity found an the Fatm 1312 has ol required
suppotthig dacumentstion for alt recelpts supperting are rractly,
[anel all finameral tramsactlons are reportad dalty?

Frelirminany and fiaz1 lindlvidusl 8nd unit) Forms 1412 showld be wrlfled - nach AIE agalnse
fequired supporting docnmentatizn o march the tarals and confirn Lhat sl aupport ls entirey and |
preparly comalated. The clasre-out enipleyes issues Sarms 1904, 7nangal Adiustrient

W ernarandurn, when gilferences are Fentified, incraase ar dacrmase the Incorreet AIC and sifsen
the ameuns 10 AIC 247 or A 847, revews the mnnay order reaare, cangaliates Indivldual Farme
1412 ard funds rom ttad, wniflas that the bank depatle matehas Unik Farm 1412, AIC 751 and/ar *
42757, and checks ofdb terminal reperts 14 AICY 762 and 772, The electeenlc or marwal signature)
aMNests to the ecuresy ef the Forr 1012 hatding that persan respensibln, docementing that they
have eliacked sl AIC amaunts 2gaknst corpleta supparting dacumentation

42 Noas the unit rocancile A0 Bow actiulty IWEBEATS w0 Farm 1812 Bex reverna and sfund A1Ec}, subscquently
fillng WobBATE Recalpe by Date Reporl as Form 1812 support®

IAT & chd DVES — urerlFy Forts 2542, LIS Jaeelipk far Momey ar Services, and 3833, Applicatinn far
Acfund af Fess, Pratuces and Withdrawal af Costarmer Accounts, ta AlCs 115, 158, 164, 167, 123,
and 535. POS—Print & review the Post Dffice Bov/Calter Senaca Ropnrt (Circk| making any
neesizry adiustments per F-101, 8-8.3 comparing |t to the WabRATS Baily Reesipt ragare wiich
showid he cigned and fllad as cupport to the unlt's Form 1413,

N3 Are all money arders, AIC 641 6RR by a copy of Form E401, Mancy Order Ingqulry {arigine
railed]?

FaplACEMEAT sy orelers [ssued (ocally with the custemer having presented the orginal
customes recelpt and the mutllated ar damared money arder, prstar o AIC R1, reguite retaining
arapy afthe Frrm R8T az cuppnrt b the Form 1432 (Far Ofielal Uze Caly parfian 2nd no-fee
money ordet terial humbar, dale, snd smaunt fields eampletad.

|2 275 ocat refunds and me properly and "

Fore 3533 as susport bo local refunds shauld be corpleted propery (signatures - custamer,
cartliying P witrassing nmptoyars, date, amaunt, rensiest far disbu rsoranet sction, P grrars
attachrd, sustamar matnr eafunds IAclodn cnmputasians B separvisor and witness slgaauras] and
masch Pmn 1243 entrles using the comert AL, Missellanemaus paymant support includes Tacm
E£AL far raplacrmas mane mrdns, custemer vencher of na-fee money orders, and vendet
irupices of reelpts. Trust relunds requiss Foren 3003, Trusl Aeeaunts Receipts aned WWithdrawals,
a5 suppieit b Trast actlvity.

#5 Does the unit confinm Triest actlvity ls accoretely recorded?

Amounts an Farms 202, Trust Arcaunts Recripts and Withdrauafs, 3544, and 3533, 42 applicatils,
2hauld b2 earparted to Unil Ferm 1412 esiresponding wa1als 1o ansure Trust smaunts I'!pﬂl't?d an
Form 1412 mzteh supparting documentaelan, <

6 b thi nflea In A 753, IT; & R53 0 tha Indhuldna|
arentmtabiilses taraled?

Werdy the endlng accountatifity For each catepary of stara stock ot cash retalnedresere on the
Fore 3295, Dalty Record of Stama, Stamped Paper 2nd ManFestal Stamps on Hand, alus indiwvidual
rlerk arezunta kalltles an the recap (n0VES) ar Clerk Ralances List [IRT & FO&] matchnsthis tatal
or 1he Linit Farm 1412 &IC853 anding balance. Rrsalva any discrepanclos. Endnrse Form 2958,
Uit Reserve Stamp Stack Transaction fecord, “veeifled ta Farm 3295," sl and date the
radarsnmant (FMOVES) nr Inltal sk tn heth sospects totals [RT & POSL

47 Does tha unlt ansure the bank deposit s camplated carractly and matches Farm 1412 entry?

Clarks MUST recraln wilh Turds until desigrated emalayse varifis them aal Initals the AIC
7517752 entry on the <terk's Form 1412 Deposits ara net made for <5100 unless If moludes a check
5 diys ald. Comautatians must ke accurnte & thi t5tal must Match the Unie Form 1432 AIC 751 i1
Applieable] + T52. Jeansit Hekeds ate signad by at leset the preparer, and if wailalie, 8 witness. -
Wiien there |5 B wikness, both prapares and witness i CoUn In the o of
cech ather 3heving present threuh 16 10 depesit heing sesleel 2o pust sasiere the ariginal
depaslt silp, eash, meaey arders, cheoks, and cansolidated charlist are inclurdrd in the depasit
ervelope. The erwvelape e dispatched via reglaterad mall.




Observatia:
Please pravide o auramery af haw the ste performed the Unle Sloseot process,

with the eentrals ar i Isguns obsarued,

Root Cause{s] for Cantrol{s) Not Implemented
Planne cefoct the roatan{shwhy the site 43 nat earply with e Lot Clazeaut from the general of nan-complianco batow.

[fulees, pravide o detalied sxplanation of how the oot cause was identified, whiy the lssne remaieed unrapolved, and any addidonal relemnt infstrn atlan.
-Leck of Mansgemert Qwarsight and Enforcement

-Knowladga / Training of Slta Parcannal

«Relfaf Clark Inanparfenced

-Inappropriate snd far Inadequate Wall Flaw

-Inadequate Dagumentation

-@thar, plaase ewplaln.

Remeadiation Plan for Contral(s) Mot Implemeanted
Plomse dascribo tho spechic staps the sfto will complets to ansura that the Uit Claseout atntrals and asaclated actiang ove camplied with imeediately.




USPS/NAPUS-T2-13. Your response to USPS/NAPUS-T2-8 states that you
“have conducted SOX audits for the Colorado/Wyoming District and Western
Area.” Please identify every SOX audit that you conducted, the date of each
audit, and your role in each audit. Please provide all correspondence related to
your involvement in each SOX audit.

Answer. | cannot provide every SOX audit | performed, or performed with another team
member. | did not retain copies of these audits. The SOX audits were provided to the
individual post offices and their senior managers. My role in each audit was to follow the
PRU remediation tools, and audit each office accordingly. A copy of the PRU (Postal
Remediation Unit) tool is enclosed with the previous interrogatory. Also, at the bottom
of the SOX compliance website, on the Colorado/Wyoming Website, you will find my
name as one of the references to contact if there were any SOX questions. 1 assisted in
putting this website together and the information. Most of the information, as required, is
from the Postal Manual F 101.

Please refer to USPS/NAPUS-T2-12 for requested documentation.



